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Purpose:

To protect the position, image and information assets of the MDDC, the use of Social Networking and Social Media (SNSM) services is intended for agency purposes only. MDDC recognizes the potential marketing benefits of a SNSM presence and its use is meant to promote and market the mission and goals of MDDC.

MDDC employees are prohibited from using personal accounts for any state agency related business on any SNSM site. Agency employees are to follow all applicable policies and implementation guidelines, and bear the responsibility for any issues caused by such employee engaging in the inappropriate use of SNSM technologies.

Use:
· The MDDC is responsible for the oversight and management of all agency accounts with SNSM providers.

· Authorization for the engagement with agency SNSM accounts is a function of the MDDC. 

· Authorized individuals must use administrative login accounts; and designated laptops should be used to publish content to an SNSM provider.

· Only employees authorized by the MDDC Executive Director may use agency accounts with SNSM providers.
· The MDDC Executive Director will provide authorized employees with documentation detailing the authorized SNSM service providers, the current account names, the master passwords and person(s) authorized to use the accounts.

The following stipulations also apply to SNSM usage:

· All Commonwealth of Massachusetts and MDDC e-mail policies and guidelines apply to SNSM.  
· Information published on SNSM sites must comply with the Commonwealth of Massachusetts Information Security Policy, Procedures and Guidelines.

· Copyright laws and reference sources must be followed.  Identify any copyrighted or borrowed material with citations and links.

· Employees shall not conduct any online activity that could violate applicable local, state or federal laws or regulations.

· Agency SNSM sites are a reflection on the MDDC, so usernames, comments, photos, videos, etc., must be appropriate for a professional environment.

· When representing MDDC in any SNSM activity, the approved employee should be aware that all actions are public and employees will be held fully responsible for any and all said activities per Commonwealth Personnel Policies.

· Content that could compromise the safety or security of the public or public systems, solicitations of commerce, or promotion or opposition of any person campaigning for election to a political office or promoting or opposing any ballot proposition shall not be posted to SNSM sites. 
· Content that promotes, fosters, or perpetuates discrimination on the basis of race, creed, color, age, religion, gender, marital status, with regard to public assistance, national origin, physical or mental disability or sexual orientation shall not be posted to SNSM sites.

Security:

In the event a virus, malware, or any other suspicious activity is observed on the user machine, the user must immediately contact the ANF Help Desk for prompt assistance. If confirmation of a Virus or other authorized application is present, the ANF Help Desk staff will attempt to clean the machine using authorized programs and procedures.  
Users have no right to or expectation of privacy. The Executive Director may obtain reports of Internet usage by employees from the Information Security Officer to monitor employee use.

Any employee found to have misused or abused a SNSM service or violated this policy may be subject to disciplinary action, up to and including termination of employment, as per Commonwealth Personnel Policies.
Records Management and Record Retention:
Information disseminated using SNSM technology is subject to re-print in newspapers, magazines or online in any other online media format.  All content, comments and replies posted on any official MDDC Web site or SNSM technology are subject to the Massachusetts Records Retention Law.   
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